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Introduction – Data and Signals
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Analog versus Digital
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 Analog - continuous waveform

 Examples: (naturally occurring) music and voice



Analog versus Digital
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 Harder to separate noise from an analog signal 

than from a digital signal



Analog versus Digital
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 Digital - discrete or non-continuous waveform

 Examples: computer 1s and 0s



Analog versus Digital
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 Despite noise in this digital signal

 You can still differentiate a high voltage from a low 

voltage



Analog versus Digital
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 If there is too much noise 

 Hard to identify a high voltage and a low voltage



Signal distortion and bit error
8



Sampled signal (discrete signal): discrete 

time, continuous values.

Quantized signal: continuous time, 

discrete values.

Digital signal (sampled, quantized): 

discrete time, discrete values.

Quantization
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http://en.wikipedia.org/wiki/Discrete_signal


Open Systems Interconnect (OSI) Vs 

TCP/IP
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ISO basic model
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ISO 7 layer model
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Interface

Interface

Application protocol
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The OSI Reference Model
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Encapsulation
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Protocol layer overview
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7 Layer model summary
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The OSI Model
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 Application layer - where the application using the 

network resides

 Common network applications include remote login, file 

transfer, e-mail, and web page browsing

 Presentation layer - performs series of 

miscellaneous functions necessary for presenting the 

data package properly to the sender or receiver



The OSI Model
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 Session layer - responsible for establishing sessions 
between users

 Transport layer - provides end-to-end error-free 
network connection

Makes sure data arrives at destination exactly as it left 
the source

 Network layer - responsible for creating, 
maintaining and ending network connections

 Transfers a data packet from node to node within the 
network



The OSI Model
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 Data link layer - responsible for taking data and 

transforming it into a frame with header, control 

and address information, as well as error detection 

code

 Physical layer - handles the transmission of bits over 

a communications channel

 Includes voltage levels, connectors, media 

choice, modulation techniques



The OSI Model
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7 Layer protocol
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7 layer operation
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What is TCP/IP?
23

 Industry standard suite of Protocols

 Routable enterprise networking protocol

 Technology for connecting dissimilar systems

 Robust, scaleable, cross-platform client/server 

framework

 Method for gaining access to the internet



Transmission Control Protocol (TCP)
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 Service

Guarantees end to end delivery of packets, re-sends 
anything not received

 Controls the flow of data from host to host and host into 
the network

Multiplexing, the TCP header has a port number which 
is used to determine which application should receive 
the packet

 Connection-orientated, reliable

 Divides outgoing messages into segments, reassembles 
at destination



IP network
25

 The Internet protocol (IP) is not dependent on any 

particular hardware and is ideally suited to 

integrate LANs and WANs into 1 network

Ethernet
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IP (Internet Protocol)
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 Service

 responsible for moving packets from source to 

destination across the network

 fragmentation and re-assembly of packets across small 

packet sub-nets

 IP is a Datagram protocol, it does not

 guarantee delivery

 guarantee sequence of delivery

 control flow of packets into network



MAC Addressing
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 Without a name computers cannot be accessed

 At the data link layer, a header, and possibly a 

trailer, is added to upper layer data.

 Header and trailer contain control information 

intended for the data link layer entity in the 

destination system.

 Data from upper layer entities is encapsulated in 

the data link layer header and trailer. 



MAC Address
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Organisational
Unique

Identifier
OUI

Vendor assigned
(NIC Cards,
Interfaces)

24 bits

6 hex digits

00 60 2F

Cisco

24 bits

6 hex digits

3A 07 BC

Particular device



Flat structure
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 MAC addresses provide a way for computers to 
identify themselves.

 They give hosts a permanent, unique name.

 The number of possible addresses is extremely large 
1612 (over 2 trillion!) possible MAC addresses.

 One major disadvantage, they have no structure, and 
are considered flat address spaces.

 Different vendors have different OUIs, but they're like 
personal identification numbers.

 As your network grows to more than a few computers, 
this disadvantage becomes a real problem.



Deterministic MAC
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Non-Deterministic MAC
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TCP/IP development
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TCP/IP Utilities
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LPQ

FTP TFTP RCP Telnet

RSH REXEC LPR

NBTSTAT ROUTE TRACERT ARP Finger

PING IPCONFIG NSLOOKUP HOSTNAME NETSTAT

LPD



Protocol Graph
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TCP/IP protocol suite
35
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TCP Segment Format
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Source Port Destination Port

Sequence number

Acknowldgment number

TCP

header

length

reserved
U

R

G

A

C

K

P

S

H

F

I

N

S

Y

N

R

S

T
Window Size

Checksum Urgent Pointer

Options

Data



Protocols & port numbers
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Port numbers

T
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T
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69 
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M
P

161

TCP UDP Transport layer

Application layer



TCP client ports
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 Q. If you have a computer running an e-mail 

package, 2 web browsers (Netscape and IE) how 

does the computer know, when a TCP/IP packet 

arrives which application should receive the packet 

?

 A. Each application sets up its connection using a 

different port number, when the replies come back 

from the server the port number is used to send the 

packet to the correct connection.



TCP ports (cont.)
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 Note : Each application is allocated a different port 

number by the TCP software

NetScape

IE

E-Mail

Client PC

TCP

Request Source port = 1095

Destination.port =80

Web

Server

www.bbc.co.uk

Web

Server

www.staffs.ac.ukReply Source port = 80

Destination.port =1095

RequestSource port = 1093

Destination.port =80

Reply Source port = 80

Destination.port =1093

Mail

Server
Reply Source port = 110

Destination.port =1000

Request Source port = 1000

Destination.port =110



TCP server ports
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 The server must respond to client requests

 Q. How does the client know which port to send its 

request to ?

 A. “Well known port numbers” are assigned to 

particular services. 

Port no. Protocol Service 

80 HTTP Web Access 

110 POP3 retrieving 
e-mail 

25 SMTP e-mail 
transfer 

 

 



TCP Error control
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 The acknowledgment and sequence number fields are 
used to guarantee delivery of packets to the 
destination.  

 For each packet sent out an acknowledgment must be 
sent back.

 If no acknowledgment is sent back within a certain time 
the packet is sent again.

 Each new packet to be transmitted is allocated a new 
sequence no., the returning acknowledgment no. informs 
the sender of the next expected sequence no.

 The sequence no. is used to keep the packets in order.



TCP flow control
42

 The window size field is used by the receiver to 

control the flow of packets from the sender.

 If the receiver sets the window size to 400 the 

sender is only allowed to send 400 bytes before 

stopping.

 The receiver can stop the sender by setting the 

window size to 0.



UDP (User Datagram Protocol)
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 Service

 connectionless

 provides port allocations the same as TCP

 Unreliable, does NOT guarantee delivery

 does not guarantee sequencing

 useful when speed is more important than reliability e.g. 
Internet telephony

 Transmits messages called datagrams

 Does not reassemble incoming messages

 No flow control

 uses not acknowledments



UDP segment format
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Destination
Port

Length Check
Sum

Data…Source
Port

n16 161616# of bits



IP network and host id.
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 An example with Class A addressing

 First digit is network id , last 3 digits host id

 Note the routers use the network id to route the 

packets across the internet

Network ID = 7

Network id = 5

IP Router IP Router

Network ID = 6

IP Router

Network

id = 4

Host id = 0.0.195

4.0.0.195

4.0.0.205

Host id = 0.0.205 Host id = 0.0.112

5.0.0.112

7.0.0.234

Host id = 0.0.234


