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OVERVIEW OF NETWORK
SECURITY



Key Terms

Confidentiality
Integrity
Availability
Vulnerability
Threat
Reconnaissance
Access

Denial of Service
Encryption
Security Wheel
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The Closed Network

Closed Network

X.25 Leased Line
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The Network Today

Open Network

Mobile
and P
remote ¢/ )
users
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Trends that Affect Security

LAC

LCC

LCC

ncrease of network attacks
ncreased sophistication of attacks

ncreased dependence on the network

k of trained personnel

< of awareness

k of security policies

Wireless access

Legislation

Litigation
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Legal and Governmental Policy Issues

1 Organizations that operate
vulnerable networks will face
increasing and substantial
liability.

1 US Federal legislation
mandating security includes the
following:

1 GLB financial
services legislation

o1 Government Information Security
Reform Act

o HIPAA
o CIPA
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The Goals of Network Security
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0 Availability
o1 Confidentiality
0 Integrity

Applications'Resilience
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Key Elements of Network Security
m

Identity Perimeter Data Privacy Security Security
Security Monitoring Management

Authentication Virtual Private Intrusion Policy
Authorization Firewalls Network Detection Management
Accounting Systems Tools
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Network Vulnerabilities, Threats, and

Attacks
I

11 Technology
1 Configuration

-1 Policy
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Threat Capabilities—More

Dangerous and Easier to Use

High

Low
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New
Packet Forging/
Spoofing \Ilr\rlternet g
Stealth Diagnostics 1 RS

- B o
Sweepers  _ * Sophistication

o~ sniffers of Hacker
*  Hijacking Tools

Sessions

% Technical
¢ Knowledge
,Password ReqUired

Guessing

1980 1990 2000

Threats continue to become more sophisticated as the technical

knowledge required to implement attacks deminishes.
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Network Threats

-1 Four general categories of security threats

Unstructured threats

Structured threats
External threats

Internal threats
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Four Classes of Network Attacks
-1 Reconnaissance attacks

71 Access attacks

11 Denial of service attacks

1 Worms, viruses, and Trojan horses
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Specific Attack Types

Packet sniffers Trust exploitation
IP weaknesses Port redirection
Password attacks Virus

DoS or DDoS Trojan horse
Man-in-the-middle Operator error
attacks Worms

Application layer
attacks
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Reconnaissance Attacks

The overall act of
learning information
about a target
network.

Uses publicly
available information
and applications.

IP address

Port number etc.
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Reconnaissance Attack Example
B

[ who.is/whois/google.co.uk

%mamolwwlnﬂsmlmﬁﬁﬁ]

Overview for google.co.uk
Updated: 1 hour ago

| Refresh |

@ Registrar Info @ Site Status
IP Address 173.194.75.94

Domain name: Staters aclive

google.co.uk P

gws

Registrant:

Google Inc. © Traffic Info [More info)
Registrant type: 2% i

Unknown

Registrant's address:
1600 Amphitheatre Parkway
Maountain View
CA,
94043
United States

Registrar:
Markmaonitor Inc. t/a Markmaonitor [Tag = MARKMONITOR]
URL: http:fhaesen. markmonitor. com

Alexa TrendiRank One Month

*3

Alexa TrenchiRank Three Month @

9.8

v191%

Page Yiews Per Visit One Morth

9.9
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Reconnaissance Attack Mitigation

.
1 Network reconnaissance

can NOT be prevented
entirely.

1 Intrusion Detection
System (IDS)

o can usually notify an
administrator about a
reconnaissance at the
network and host levels

0 ping sweeps, port scan
etc.
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Packet Sniffers

A software application that uses a network adapter

card in promiscuous mode to capture all network
packets.

Packet sniffers exploit information passed in clear text.
Telnet, FTP, SNMP, POP

Packet sniffers must be on the same collision domain.

o

N
Host A ‘(’f

Host B
Router A Router B
I b |
g =< &S =
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Packet Sniffer Mitigation

Authentication—Using strong authentication, such as one-time
passwords (OTP), is a first option for defense against packet
sniffers.

Switched infrastructure—Deploy a switched infrastructure to counter
the use of packet sniffers in your environment.

Antisniffer tools—Use these tools to employ software and hardware
designed to detect the use of sniffers on a network.

Cryptography—The most effective method for countering packet
sniffers does not prevent or detect packet sniffers, but rather
renders them irrelevant.

@
HODStA Router A E‘@Q Router B : Host B
% — e I’;?
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IP Spoofing

IP spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

Two general techniques used during IP spoofing

A hacker uses an IP address that is within the range of trusted IP
addresses.

A hacker uses an authorized external IP address that is trusted.

Uses for IP spoofing include the following:

IP spoofing is usually limited to the injection of malicious data or
commands into an existing stream of data.

A hacker changes the routing tables to point to the spoofed IP address,
then the hacker can receive all the network packets that are addressed
to the spoofed address and reply just as any trusted user can.

Overview of network Security



IP Spoofing Mitigation

The threat of IP spoofing can be reduced, but not
eliminated.

Access control—The most common method for preventing IP
spoofing is to properly configure access control.

RFC 2827 filtering—You can prevent users of your network
from spoofing other networks (and be a good Internet
citizen at the same time) by preventing any outbound traffic
on your network that does not have a source address in your
organization's own IP range.

Additional authentication that does not use IP-based
authentication—Examples of this include the following:
Cryptographic (recommended)
Strong, two-factor, one-time passwords
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DoS Attacks

DoS attacks prevant aumaﬁzaﬂ penple from using a service
by using up system reso

d.

Resource overloads
+ Disk space, bandwidth, buffers, and so on. -
+ Ping floods: smurf, and so on.

+ Packet storms: UDP bombs, fraggle, and  + Un-handled data: teardrop, and so on.
S0 on.

Malformed data

Oversized packets: ping of death, and so on.
+ Overlapping packets: winuke, and so on.
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DDoS Attack Example

[ 1. Scan for systems to hack. |

Client
System

4. Theﬁllent "2 Install software
to Mn e
comprom
Tnfectagenm

Handler
Systems

[a Agemsare loaded with remote control software. |

'ERIR
il'l"!m

Systems

In a Distributed Denial of Service attack (DDoS) a hacker tricks
other machines into flooding the target machine with nuisance
traffic that robs system performance.
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DoS Attack Mitigation

The threat of DoS attacks can be reduced through
the following three methods:

Antispoof features—Proper configuration of antispoof
features on your routers and firewalls

Anti-DoS features—Proper configuration of
anti-DoS features on routers and firewalls

Traffic rate limiting—Implement traffic rate limiting with
the networks ISP
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Password Attacks

Brute-force attacks

Dictionary Attacks

r— B Trojan horse programs
—Authorization Connect
LErrEmE Iadmmlstratn:nr DOptions | I P S p O o fi n g
Pazzword I“’1 ﬂl
Hoo | Packet sniffers
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Password Attack Example

4,1C3 - [Untitled1 ]

File  View |mport Session Help

IS[=] E3

@ = EEE s

=l S R A

User Name | LM Password | <8 | MTLM Passward | Audit Time |
@Administrator % DR ey STAIUS
boone. speed DRAMATICT! dramatic1! 0d Ok Om 57z
w chiiz.sharma AGETR % agelf 0d Ok Tm 8z
Q dale. goddard UMCRACK 777777
dave.graham CARTILAGINOUS cartilaginous 0d Ok Om 23
Guest AUTHORITARIAN 0d 0k Om 15
Q\err}l.moffat Auditing Options For This Session
w EI::.Piﬁlscot r— Dictionary Crack,
ok edi W Ensbled Word file
Q patrick.edlinger =
w scott franklin IC:\F‘ngram FileshS ecurity Software T MI
gyui\.hilaiama The Dictionary Crack tests for passwords that are the same as the words listed in the
word file. This test is wery fast and finds the weakest passwords
~ Dictionary/Brute Hybrid Crack.
I Enatled |2 'lCharaclers to vary (more is slower]
The Dictionary/Brute Hybrid Crack tests for passwords that are variations of the words in
the word file. It finds passwords such as "'Dana33" or "monkeys!". This test is fast and
finds weak passwords.
—Brute Force Crack
¥ Engbled Character Set:
- [-Z andn -39 |
R Distibuted Eustam [Sharacter Set{iish each sharaster:
ITUUEHUN3
Par [1 of |2
Ready

The Brute Farce Crack tests for passwards that are made up of the characters specified
in the Character Set. |t finds passwords such as "WeR3pltEs" or "wCE%E3+120". This
test iz slow and finds medium to strang passwords. Specify a character set with mare

characters ta crack stronger passwords.

LOphtCrack

A password Auditing
and recovery tool

Can take the hashes of
passwords and generate
the clear text passwords
from them.
Password computation
methods
Dictionary cracking

Brute force computation
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Password Attacks Mitigation

Do not allow users to use the same password on
multiple systems.

Disable accounts after a certain number of
unsuccessful login attempts.

Do not use plain text passwords. OTP or a
cryptographic password is recommended.
Use “strong” passwords.

at least eight characters long

uppercase and lowercase letters, numbers, and special
characters.
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Man-in-the-Middle Attacks

1 The hacker needs to have access to network packets that come
across a network.

Theft of information, Hijacking of an ongoing session
Traffic analysis, DoS
Corruption of transmitted data
Introduction of new information into network sessions
1 A man-in-the-middle attack is implemented using the following:
Network packet sniffers
Routing and transport protocols

Host A Host B

Router B

Overview of network Security



Man-in-the-Middle Mitigation
I
7 Man-in-the-middle attacks can be effectively

mitigated only through the use of cryptography
(encryption).

A man-in-the-middle attack
can only see cipher text

| IPSec tunnel
Host A Host B
Router A ISP Router B
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SSL and IPSec

Applications

Encryption

Authentication

Connection
Complexity

Connection
Options

SSL

Web-enabled applications, file sharing,
Email

Moderate to Strong
Key lengths from 40 bits to 256 bits

Moderate
One-way or two-way authentication

Low
Reqguires only a web browser

Any device can connect

All IP-based applications

Strong
Key lengths from 56 bits to 256 bits

Strong

Two-way authentication using shared
secrets or digital certificates

Moderate

Can be challenging to nontechnical users

Only specific devices with specific
configurations can connect
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Application Layer Attacks

Exploit well known weaknesses, such as protocols,
that are intrinsic to an application or system (for
example, sendmail, HTTP, and FTP)

Often use ports that are allowed through a firewall
(for example, TCP port 80 used in an attack against
a web server behind a firewall)

Can never be completely eliminated, because new
vulnerabilities are always being discovered
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Application Layer Attacks Mitigation

Measures that can be taken to reduce the risks

Read operating system and network log files, or have
them analyzed by log analysis applications.

Subscribe to mailing lists that publicize vulnerabilities.

Keep your operating system and applications current
with the latest patches.

IDSs can scan for known attacks, monitor and log
attacks, and in some cases, prevent attacks.
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Trust Exploitation

SystemA Trusts SystemB
SystemB Trusts Everyone
SystemA Trusts Everyone

* A hacker

leverages existing
trust relationships &
« Several trust

‘models exist SystemA

= Windows User = psmith (Pat Smith)
+ Domains
+ Active

Hacker SystemB - Compromised by hacker
gains User = psmith (Pat Smith)
access to
SystemA

- Linux and
UH_IK '
« NFS

0
I
I

Hacker
User = psmith (Pat Smithson)
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Trust Exploitation Mitigation

-

d

Hacker
blocked

1

a

—a

Hacker
User = psmith; Pat Smithson

SystemA I
User = psmith; Pat Smith
- HI' =
=

SystemB
compromised
by a hacker
User = psmith;
Pat Smith

Systems on the outside
of a firewall should
never be absolutely
trusted by systems on
the inside of a firewalll.

Such trust should be
limited to specific
protocols and should be
validated by something
other than an IP
address where possible.
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Port Redirection

Source: Attacker Source: Attacker
Destination: A Destination: B
Port 22 Port: 23

Compromised
Host A

P Source: A
Destination: B
Port: 23
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Unauthorized Access

UHNAUTHORIZED ACCESS TO THIS HETWORK DEVICE IS
PROHIBITED.

Unauthorized access includes any unauthorized attempt to access a
private resource:

Not a specific type of attack
Refers to most attacks executed in networks today
Initiated on both the outside and inside of a network
The following are mitigation techniques for unauthorized access attacks:
Eliminate the ability of a hacker to gain access to a system

Prevent simple unauthorized access attacks, which is the primary
function of a firewall
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Virus and Trojan Horses

Viruses

malicious software that are attached to another
program to execute a particular unwanted function on

a user’s workstation. End-user workstations are the
primary targets.

Trojan horse

the entire application was written to look like something
else, when in fact it is an attack tool. A Trojan horse is
mitigated by antivirus software at the user level and
possibly the network level.
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Vulnerabilities Exist at all OSI Layers
2

7 Application

6 Presentation

4 Transport
| 3 Network

2 Data Link

1 Physical
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What Is a Security Policy?

(RFC 2196, Site
Security Handbook)

“A security policy is a
formal statement of
the rules by which
people who are given
access fo

an organization’s
technology and
information assets must

abide.”
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Why Create a Security Policy?

To create a baseline of your current security posture
To set the framework for security implementation

To define allowed and not allowed behaviors

To help determine necessary tools and procedures
To communicate consensus and define roles

To define how to handle security incidents
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Security Policy Elements

Vulrizraoilities

Deriial of Sarvic

Mist

RECUrN2ISIerIC:

1 On the left are the network design factors upon which security policy
is based

1 On the right are basic Internet threat vectors toward which security
policies are written to mitigate
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Network Security as a Continuous
Process

Network security is a
continuous process built
around a security

policy.
Step 1: Secure
Step 2: Monitor
Step 3: Test

Step 4: Improve — —
P P /f
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Secure the Network

71 Implement security
solutions to stop or Secure
prevent unauthorized
access or activities,
and to protect
information:

Authentication ] \
Encryption

Firewalls

Vulnerability patching //‘“ m—

)
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Monitor Security

1 Detects violations to
the security policy

71 Involves system

auditing and |
. . . Monitor
real-time intrusion

detection

7 Validates the security
implementation in

Step 1 ~ A_‘ —
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Test Security

- Validates effectiveness
of the security policy
through system
auditing and
vulnerability scanning
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Improve Security

0 Use information from
the monitor and test
phases to make
improvements to the
security

Improve
implementation.

71 Adjust the security
policy as security
vulnerabilities and

risks are identified. //“‘ .
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Network Security Models

Enterprise Application
Network Security
Security
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Security Products and Solutions

Secure Extended . . .
» Perimeter Intrusion |dentity Security
Connectivity _ ) :
Security Protection Services  Management

=o=o)
| g_m‘\\“

A

Appliances ' Ty
' i -- isco Access
e e ' e {500 Seres Control Server
Concentrator/Client -
: PIX Firewall Software
i IDMAEV

Identity Based .

Firewall Switch Services N/Securiy
(IBNS) Management

Cisco 10S Cisco I10S Cisco I0S 82‘ X ext. Solution
VPN -irew . lbs__ CiscoWorks

‘Q<: r-fsw = = !““W Hosihg

Solution Engine
SOHO 90, 830, 1700 2600 3600 3700 7000 series
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User ldentity

Mechanisms for proving who you are
Both people and devices can be authenticated

Three authentication attributes:
Something you know
Something you have
Something you are

Common approaches to Identity:
Passwords
Tokens
PKI (Digital Certificates)
Biometrics
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Cisco ACS 3.1 and Appliance

1 Windows 2000 & NT
= RADIUS and TACACS+

1 High performance (400+
authentications per second)

1 Wireless security
enhancements

1 Supports any access: wireless,
Firewall, VPN, voice, content
or switched

1 802.1x provides IBNS for
wireless and switch port
authentication

1 Support for directory services
and LDAP
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Types of Firewalls

1 Server Based
Microsoft ISA
CheckPoint
BorderManager

1 Appliance
PIX Security Appliance
Netscreen
SonicWall

1 Personal
Norton
McAfee
ZoneAlarms

o Integrated
|OS Firewall
Switch Firewall
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Firewall Solutions

=
7
7
nm Solution Breadth

[ |
< & PIX501 PIX506E PIX515E PIX 525 PIX 535

Firewall Service Module (FWSM)

800 1700 2600 3SXXX XXX

_-— } VPN Client Software — Built in Personal FW

Secure Web Ul Enterprise Mgmt
CLI Embedded Mgr VMS
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PIX Security Appliance Lineup

=

Stateful Inspection Firewall
Appliance is Hardened OS
IPSec VPN

Integrated Intrusion Detection
Hot Standby, Stateful Failover
Easy VPN Client/Server

VoIP Support

Connectivity

pl| SOHO ROBO SMB Enterprise  Service Provider
Performance

Overview of network Security



|OS Firewall

NetwerkintegratediSelutions

. Intrusion 3
Firewall Dy V°PN

Device Access by  Authentication Command
Privilege Level per user via AAA Authorization via AAA

URPF Activity Logging SNMPv3 HTTPS Secure ARP

(Unicast Reverse Path Forward)
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Catalyst Switch Integration

L]

l inln‘w;m
T

Security Services Modules
"? -‘? -] =] ==

© 2002, Cisco Systems, Inc. Al rights r
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Secure Connectivity

Defines “peers”
Two devices in a network that need to connect
Tunnel makes peers seem virtually next to each other

Ignores network complexity in between
Technologies

Point-to-Point Tunneling Protocol (PPTP)

Layer 2 Tunneling Protocol (L2TP)

IP Security (IPSec)

Secure Shell (SSH)

Secure Sockets Layer (SSL) =

Transport Layer Security (TLS)
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VPN Solutions

3030 3060 3080

2600 SXXX XXX

Secure Web Ul Enterprise Mgmt
Menu, CLI Embedded Mgr VMS
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VPN 3000 Concentrator Lineup

High Performance VPN Appliance
Centralized Remote Access Control
Scalable Platform

Redundancy

*E‘ Advanced Client Feature support

5 FIPS 140 Level 2

o DES/3DES/AES

é NAT Transparency
Eﬁ_ﬂ Enterprise Service Provider
=
— Performance
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Cisco VPN Software Client

o O o o o O

Supported Operating Systems
Windows 95, 98, NT, 2K ME XP
Solaris, Linux

Mac OS X

Virtual Adapter (Win2K / XP)

Common Graphical Interface for Windows and Mac
VPN Clients (New GUI)

Alerts (Delete With Reason)

Personal Firewall Enhancements (including AYT for
Cisco Security Agent & Sygate)

Coexistence with Third-Party VPN Vendors
Encryption using DES, 3DES, or AES

Terminate on Cisco |IOS routers, PIX firewalls, VPN

3000
Centralized Configuration & Policy Management
v3.6 is FIPS 140-1 Level 1 Certified

# VPN Client - Version 4.0 (Rel) - Ol x|

Connection Entries Status Certificates Log Options Help

5'73 ﬁ Lisco Srsms-

Mew Import Madify Delete

i
| Connection Entry  / | Host |Trj
o | ;IJ

[Nat connected. | 4
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VPN Router Lineup

High Performance Integrated VPN Appliance
Scalable Platform

Redundancy
Advanced Client Feature support
DES/3DES/AES

Connectivity

SOHO ROBO Enterprise Service Provider
Performance
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IDS Solutions

Solution Breadth

4210 4235 4250 4250-XL

Server Agent Desktop Agent

— 800 1700 2600 XXX XXX

< 4 PIX 501 PIX 506E PIX 515E PIX 525 PIX 535

Secure Web Ul Enterprise Mgmt

s ) Command Line Embedded Mgr VMS
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Security and ldentity Management

Solutions Lineup

Security and ldentity Manager

[ VPN Monitor ]

[ IDS Host Sensor ]
Auto Update i
._ Server _
' Common i VPN Mgmt.
Services _ Center
[ Cisco Secure IDS Mgmt.
Policy Manager Center
| Resource Manage ' P1X Mgmt. User es-o
. Essentials Center Admin. Software
_ for Securi | El‘ L F-"DI er
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SAFE Modular Blueprint

Enterprise campus : Enterpriseedge : Service
Building i  provider

- : edge
| = =

Building Edge lll E-commerce
distribution distribution

e Corporate

Management

gy  Core Internet
s Nz
Server 7S VPN and

remote access

&5 =
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Security Resources on the Internet

Cisco Connection Online—
SecurityFocus.com—

SANS—

CERT—

CIAC—

CVE—

Computer Security Institute—
Center for Internet Security—

O O O 0O 0O 0O 0o 0 0O

Cisco Connection Online—

71 Cisco Product Specific Incident Response Team (PSIRT)—
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http://www.cisco.com/
http://www.securityfocus.com/
http://www.sans.org/
http://www.cert.org/
http://www.ciac.org/ciac
http://cve.mitre.org/
http://www.gocsi.com/
http://www.cisecurity.org/
http://www.cisco.com/go/security
http://www.cisco.com/go/psirt

Summary

The need for network security has increased as networks
have become more complex and interconnected.

The following are the four types of security threats:
Structured
Unstructured
Internal

External

Common attack methods and techniques used by hackers
Reconnaissance
Access

Denial of Service
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Summary (cont.)

The Security Wheel is the graphical representation of
security improvement life cycle.

There are many components of a complete
security policy

Common management protocols are integral to maintaining
a secure infrastructure

Five key areas of network security are
Perimeter Security
Secure Connectivity
|dentity Services
Intrusion Detection

Management
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