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Peer-to-peer network

No computer has control over the network

All nodes are equal, it is based on sharing data
either as directories or as files

Simple easy structure
Should not really exceed 10 nodes

Normally based around a hub or switch
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Peer-to-peer

0 It appears if all nodes are connected directly to each
other

If this were true you would need multiple interface cards

Peer-to-peer environment
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Number of connections

[y |

1 node = 1 link

If N =number of

nodes then 3 nodes = 3 links
N(N-1)/2 =

number of
connections

5 nodes = 10 links

4 nodes = 6 links
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Peer-to-peer physical setup
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Sharing data
B

My Documents Properties

General | Web Sharing mai.g|smm,-|

‘fou can share (his Tolder amang clber users on your
natwork. To enable sharing for this folder, cick Share this
fokder.

" Do nat share Ihis folder
" EShare his falder

Share name:; IDE":E

c:mmunt|

id=er fimit; f+ hdaximurm allowed

i Alow I 3 Users

To set permissions for how user access this e
folder ower the netwark, click Permisaions.

Tao configure settings for Offline soosss 1o Cachi
this shared folder, click Caching. ng

oK Cancel | Apoly
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Shared folders

_'E_- Conziellation
i! File Edit View Favortes Tools Help -
| ©=Back - = - E] | @ Search [Falders (BHisory | [ 07 X =3 FE- |
I|M-draaal5 Consledlation :_I o |
- d ™ Mame | comment | -
“5 L Tk 2ndCopyBU
i . : ¥ BAWIn2000Security
Constellation TR 75Win 2000NetServices i}
_'ilat:minnl:ﬂiv;ica
\iConstellation\Docs = backug
ot BookShelf2000
J CertConfig Cerlificate Sorvices configuration
: ' CertEneall Cenificale Services shane
‘=X Chaapps
3} Constellation-H .
-~ -psihentinig Mapped network drive
'_ij Diats
53 Doskjel HP DeskJet 5000
f-{0cc: -]
{1 objects) selochod bt

5 Shared folder symbol used in MS Windows XP explorer
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Using a peer-to-peer network

Each user must have a local account on each node

If each user has an account on each node and have
their own profile (wallpaper, screen-saver etc...)

then the registry file will become large and may
impede performance of that machine
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Client Server Paradigm

Network applications use a form of communication
known as the client-server paradigm.

A server application waits passively for contact

a client application initiates communication actively
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Client Server Paradigm

0 It appears if all of the nodes are connected directly
to each other

0 If this were true you would need multiple interface

cards
Client server environment
==
~ — /
Server
Nodes
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Client server physical setup
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One or more servers
I

Data stored on
one server

Data distributed across

Server multiple servers

Servers
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Server farm

Firesarall

100 Mbps Switch

Compufer
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Client server interaction

Information
Request

Service
Request
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Server?

A server is NOT a computer

A server is a piece of software or a program that
waits passively for communications

A computer with a fast CPU and lots of memory
that runs multiple server programs is really o
Server-Class Computer

we normally refer to this hardware as “the server”
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Server example

T
0 http://www.fujitsu.com /uk /products /computing /ser

vers/primergy /scale-out/cx1000 /index.html

0 http: //www.supermicro.nl/products/system /5U/
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Multiple services on one computer

Client Server| ( Server Client
1 1 2 2
Transport Transport Transport
internet internet internet
Net. |/face Net. |/face Net. |/face

=
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Concurrency

Support of multiple application programs

A program that has more than one thread of
control is called a concurrent program

Concurrency is fundamental as it allows the server
to service multiple clients at the same time

If N clients using a given service on a single
computer, there are N+1 threads.

N threads are interacting with the client, the main
thread awaiting additional requests
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Client/Server model

Data stored on fast server-class computer
Program logic & user interface is on client machine
Normally a client initiates a conversation

A server waits for a conversation

Application Server

A server which processes & analyses the data before
sending the results
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Why Client/Server?

Resource sharing
High reliability (alternate sources of supply)

Saving money

Small computers have much better price /performance
ration than large ones

Mainframes are approx 10x faster than PC’s but
1000x more expensive

Store data on 1 or more servers
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Why Client/Server?

Scalability

As more speed required add more processors to the
servers or more servers

Cannot be done on a mainframe

Improved communications
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Client /Server Connection

Server i g Client

Port 80
(input stream)

Port 80 Port 41 232

(input stream) (input stream)

Port 80 Port 41 232
(output stream) (output stream)
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Advantages of peer-to-peer & client
server networks

Advantages of a peer-to-peer Advantages of a client server

network network

Less expensive to implement Provides for better security

Does not require additional specialised | Easier to administer when the network

network administration software Is large because administration is
centralised

Does not require a dedicated network | All data can be backed up on one
administrator central location
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Disadvantages of peer-to-peer &

client server networks

Disadvantages of a peer-to-peer
network

Disadvantages of a client server
network

Does not scale well to large networks
and administration becomes
unmanageable

Requires expensive specialised
network administrative and operational
software

Each user must be trained to perform
administrative tasks

Requires expensive, more powerful
hardware for the server machine

Less secure

Requires a professional administrator

All machines sharing the resources
negatively impact the performance

Has a single point of failure. User
data is unavailable if the server is
down
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Thin client

Based on a system where nodes talk to one or more
servers

Similar idea to client server
HOWEVER

The nodes are typically dumb terminals

That is may have no storage, mono-chrome displays,
may not have a GUI based OS
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Thin client

All the processing is executed by the server
The client makes a request to the server

The server process the result

The result is sent back to the client and displayed

Example

A terminal in a bank querying a central database
about an account
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TCP/IP development
B

ARPANET
commissioned TCP/IP
by DOD FTP Protocol Suite
1969 1973 1982
Telnet TCP IP DNS
1972 1974 1981 1984

... A H - -  -Y
1965 1970 1975 1980 1985
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TCP/IP Utilities
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IP ver 4 (IPv4): Screen capture from

Network Analyser
—

A Jorernst Pratacnl,l src Addr: 182,168,16.3 (197, 168.16.3)) 0st Addr: 182,168,162 (192.168.16.2)

Ve A A _ .
i 1= IP Version
Header length: 20 bytes / -, IP header length

A pifferentiated services Field: 0x00\(0scP 0x00: oefault: ECN: Qx00) in 4-byte units

0000 00.. = Differentiated Servicas Codepoint: Default (0n0) YPE [al,service:
covr w00 = ECN-Capable Transport ECT):

Total Length: 48| TOtal lerjgth of datagranygle that can be used to change
gentification: OQFF [ [denjiier the priority and reliability settings

OFTags: 0404 ffehtifipachets and offset

L= 0on't fragnent: St sed to control fragmentation of the packet

0. = More fragents: ot set
Fragen offsers | o0/ TpnT Onset

Tine to Tve: 18 [> 1me o ve e oo e
protocal: TCP (0x08) — Protocpl using this | pacﬁepe.g.\LFCaFgor[SJHE v

eader checksum: 0x0000 (incorrect, should be 0¢%673) Header Checksum to check integrity

courca 100 TAR 1A 3 A0 AR 16 31 > SULITLE £ d%&’gader
— estination Fess
nestination 167 168,167 (167 1R 1671

Flags

Maximum number of hops packet
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Protocol Graph

FTP | |HTTP | SMTP | | DNS DNS | | TFTP
TCP UDP
\/

IP
Internet Your Many LANSs

LAN and WANs
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TCP/IP protocol suite
B

Application
NetBIOS
Sockets === =—-— - - - - = — - o - = - = TDI
Transport
ICMP | IGMP Internet
ARP
LAN Technologies: | WAN Technologies: Network
Ethernet, Token Ring, §Serial Lines, Frame Relay,

FDDI ATM
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TCP Segment Format

Source Port

Destination Port

Seqguence number

Acknowldgment number

TCP UA/PR|/SF _ _
header | reserved |R|C|S|S Y I Window Size
length G KIH|T|N|N

Checksum Urgent Pointer
Options
Data
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Protocols & port numbers
B

D Application layer
N
S

F
T
P

vH<W
o - mn -
T<=2W0W

T
E
L
N
E
.

23

Port numbers -

Transport layer
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TCP client ports

Q. If you have a computer running an e-mail
package, 2 web browsers (Netscape and IE) how
does the computer know, when a TCP/IP packet

arrives which application should receive the packet
2

A. Each application sets up its connection using a
different port number, when the replies come back
from the server the port number is used to send the
packet to the correct connection.
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TCP ports (cont.)

IE
Request Source port = 1095
N Destination.port =80 Web
= Server
NetScape TCP L Reply Source port = 80 - )/ www.staffs.ac.uk
Destination.port =1095
E-Mail RequestSource port = 1093
Destination.port =80 Web
Client PC =l Server

Reply Source port = 80
Destination.port =1093

www.bbc.co.uk

Request Source port = 1000
Destination.port =110

Mail
Server

U000

Reply Source port = 110
Destination.port =1000

Note : Each application is allocated a different port number by the TCP software
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TCP server ports

The server must respond to client requests

Q. How does the client know which port to send its
request to ¢

A. “Well known port numbers” are assigned to
particular services.

Port no. | Protocol |Service

80 HTTP Web Access

110 POP3 retrieving
e-mail

25 SMTP e-mail
transfer
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TCP Error control

The acknowledgment and sequence number fields are
used to guarantee delivery of packets to the
destination.

For each packet sent out an acknowledgment must be
sent back.

If NO acknowledgment is sent back within a certain
time the packet is sent again.

Each new packet to be transmitted is allocated a new
sequence no., the returning acknowledgment no. informs
the sender of the next expected sequence no.

The sequence no. is used to keep the packets in order.
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TCP flow control

The window size field is used by the receiver to
control the flow of packets from the sender.

If the receiver sets the window size to 400 the
sender is only allowed to send 400 bytes before
stopping.

The receiver can stop the sender by setting the
window size to 0.
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BTransmission Control Protoc

TCP Header

Sapree-nart- -0
nastinatinn nnrt ﬁ'p {717

J—
L
-
[}
-
=
-
—t
—
o
L )
—
Eniiec
—
-]
[0 )
—
g
r—
(]
—t
=l

=
—3
—t
—+
—t

| seq: 1139816703, Ack: 0. Len: 0

ort N\
Eiequencen ber

el Pushe Nt _sat_|—> P Ush un

||||||||

wiindow s17a* 1AIR4 Y, indo&/ sjze
Checksum: 0xd79¢ (correct) hecksum

Jontions: (8 bytes)

NOP
NOP
SACK permitted

Senanca nimhar: 23 308TA7(Y
veader Tenoth: 38 bytas | header length nowledgement
BFTags: 0x0002 {SYN)
(R = Congestion window Reduced (CWR): Not set __, Reserved
)| = FCW-Frhn: WAt sef _ _ -
W0, e = Urgents not st —— Urgent pointer field significant

oo ovs = Acknowledgnent: Not set —»Accﬁlr(])%wledgement field significant

0—eseretsat >R eset the connection

oo L= e st = Synchronise the sequence numbers
....... 7= Fin: not set (——>NO more data from the sender

Maximum segment size: 1460 bytes | Options
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UDP (User Datagram Protocol)

Service
connectionless
provides port allocations the same as TCP
Unreliable, does NOT guarantee delivery
does NOT guarantee sequencing

useful when speed is more important than reliability e.g.
Internet telephony

Transmits messages called datagrams
Does not reassemble incoming messages
No flow control

NO acknowledgments
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UDP segment format
I

Source | Destination| Length Check Data...
Port Port Sum
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UDP protocol example

EFrame 14 (46 hytes on wire, 46 hytes captured)
M Ethernet II, src: 00:04:75:90:1e:45, Dst: 00:08:a33:a8:55:21
BInternet Protocol, srcoadde: 192.6.6.10 (192,6.6.1070, Dst Addr: 192.6.6,1 (192.6.6.1)
version: 4
Header Tength: 20 hytes
Boifferentiated services Field: 0x00 (DscP 0x00: opefault; ECN: Ox00)
0000 00.. = Differentiated services Codepoint: Default (Ox00)
ECH-Capable Transport (ECT): O
ECH-CE: (
Total Length: 32
Identification: Ox02f3
EFlags: 0x00
L0.. = Don't fragment: Mot set
.0, = more fragments: Mot set
Fragment offset: O
Time to 1ive: 128
Protocol: UDP (0x11)
Header checksum: 0x0000 (ncorrect, should be Oxahc2)
source: 192,.6.6,10 (192,6,6,10)
pestination: 192.6.6.1 (192.6.6.1)
B User Datagram Protocol, src Port: 1074 (10740, Dst Port: 7235 (7235)
Source port: 1074 (1074)
Destination port: 7235 (7235)
Length: 12
Checksum: 0x5343 (correct)
BTrivial File Transfer protocol
opcode: Acknowledgement (4)
Block: 2

- 0
— -
n n
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IP network and host id.

An example with Class A addressing
First digit is network id , last 3 digits host id

Note the routers use the network id to route the
packets across the internet

4.0.0.205 IP Router 50,0112 IP Router IP Router

Host id = 0.0.205 Host id = 0.0.112

Network id_ = 54}

Host id = 0.0.195

7.0.0.234
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