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NON ENCADRE
TP 6 : Windows XP & 2003

Managing Users, Computers, and Groups

The professor will indicate the objectives concerning this practical working session.
Each group of four pupils will use awindows 2003 server and XP.
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Follow the indications provided in this document and answer the test |ocated at the end.

In the second part of your training Lab :

- Activate and test the windows 2003 services (Dhcp and Ftp). In this case, use an analyzer to
observe flows associated with these services.

- If you have enough time, develop a script to manage the users’ accounts.
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CREATING GROUPS WITH ACTIVE DIRECTORY *

USERS AND COMPUTERS

1. Open the Active Directory Users and Computers console.

2011/2012

2. Expand the console tree until you locate the node in which you want to create the new group.
3. Right-click on the node and select New | Group from the context menu, as seen in Figure.

-‘éﬂcli\re Directory Users and Computers | _ [O] x]
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4. The New Object — Group window opens, as seen in Figure.
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5. Enter the Group name. By default, the pre-Windows 2000 Group name is the same; however, you
can change it as required to make it compatible with Network Basic Input/Output System (NetBIOS)
naming requirements.

6. Select the Group scope and Group type as required. Click OK to create the new group.

New groups can also be created from the command line using the dsadd command.The
syntax required to create a new group is as follows:

dsadd group GroupDN[-secgrp {yes | no}] [-scope {I | g | u}] [-samd
SAMName] [- desc Description]

Creating a New Group from the Command-Line

e DAWIND OWSAsystem32icmd. exe

Microsoft Windows [Vewrsion 5.2.37981 B
(C> Copyright 1985-20683 Microsoft Corp.

D:z~\Documents and SettingssAdministratorrdsadd group "CH=West Region Sales,. DC=cor
p.DC=mcsaworld,.DC=com" —samid UWestSales —secgrp ves —-scope 1 —desc "This group c
ontains all members of the Western Resgion Sales department'

dsadd succeeded:CN=Uest Region Sales, DC=corp.DC=mcsavorld,DC=com

D:~\Documents and Settings“\Administrator>

Adding Members to Group
Once agroup is created, members are added to it. It is important to remember that group members can be
user accounts, computer accounts, or other groups as allowed.

ADDING GROUP MEMBERS WITH AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the group to have members added.
3. Double-click on the group to open its Properties dialog box.

4. Switch to the Members tab, as seen in Figure.

West Region Sales Properties [ 2] X] I

General Members | Member I:Ifl Managed B_I,ll

Members:
Mame Active Directary Folder

Add... I Eemove |

| ak I Cancel I Apply
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5. Click the Add button to open the Select Users, Contacts, Computers or Groups dialog box. To
search for users, click the Advanced button. Click Find Now to search for appropriate members, as

seen in Figure.

Select Users, Contacts, Computers, or Groups HE

Select thiz object type:
|U gers, Groups, or Other objects Object Types...

FErom this location:
|cnrp.mcsawurld.nnm Locahons...

Comnmion Queriss |

Marne: |5ta|tSW|th j I

pesciton: [Graemn ] | Find Now
I" | Dizabled aceourt

I Non expiring passwort

1 BE

ok | Ccancel |

Search results;

Name (RDN) | E-MaiAddiess | Description | In Folder | =}
L £4 Adminestrator Built-n account f._.  corp.mcsaword. .

ﬁ.&llzana Sales . corp.mczaworld....

m Calfformia Sale... corp.mesaword. ..

m Cert Publishers Members of this .. corp.mesaworld...

ﬁ Drsddmins DNS Administrat...  corp.mcsaworld.

ﬁ DnzUpdatePr. DS clients who... corp.mczsaword,.. =
m Doman Admins Designated admi...  corp.mcsaworld, ..

6. To add an account or group, double-click it. To add multiple accounts or groups, click on them one
at a time while pressing the Ctrl key. Remember that you must abide by the rules for nested groups
outlined in the “Group Scopes” section earlier in this chapter. After making your selections, click the

OK button.

7. After the Select Users, Contacts, Computers or Groups dialog box collapses, click OK to confirm
and add the selected accounts and groups.

8. Click OK or Apply to accept the membership change.

9. You can also make this group a member of another group by switching to the Member Of tab. The
process is the same as the rules for adding nesting groups as outlined in the “Group Scopes”
section.
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West Region Sales Properties [ 2] %] I

Eanaall Members Member OF I Managed B_I,ll

Member of:
Mame ] Active Directony Folder

Add. Hemove

This list displays only aroups from the local domain.

| 0K I Cancel I Apply |

Members can also be added to an existing group from the command-line using the dsmod command.The
syntax required to add a member to agroup is as follows:
dsnod group GroupDN - addnbr MemberDN

The function of the switchesis self-explanatory, as they represent the distinguished name of the group to
add the member to and the distinguished name of the member to be added. Appendix A contains a
complete listing of the dsmod command and its switches.

To add two user accounts to the West Region Sales group using the following commands:
dsnod group "CN=West Regi on Sal es, DC=cor p, DC=ntsawor | d, DC=coni’ - addnbr
"CN=Ri ck Smith, CN=Users, DC=cor p, DC=ntsawor | d, DC=cont

dsnod group "CN=West Regi on Sal es, DC=cor p, DC=ntsawor | d, DC=cont - addnbr
"CN=Jeff Smth, CN=Users, DC=cor p, DC=ntsawor | d, DC=cont

& D:AWINDDWS\system32\cmd. exe IS[=] 3 |

Microsoft Windows [Version 5.2.37981
CC>» Copyright 1985-2083 Microsoft Corp.

D:\Documents and Settings™Administrator>dsmod group "CN=llest Region Sales.DC=cop
p.RC=mcsaworld.DC=cum“ —addmbr "CH=Rick Smith.CN=Users.DC=corp.DC=mcsaworld.DC=c

dsmod succeeded:CN=West Region Sales.DC=corp.DC=mcsaworld.DC=com

D:\Documents and Settings™Administrator>dsmod group "CN=llest Region Sales.DC=cop
p.DC=mcsaworld,.DC=comn" —addmbr "CH=Jeff Smith.CN=Users.DC=corp,DC=mcsaworld.DC=c
omll

dsmod succeeded:CN=West Region Sales.DC=corp.DC=mcsaworld.DC=com

D:\Documents and Settings“Administrator>_
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West Region Sales Properties K E3 I

General Members | Mamhalﬂfl Managed E_I,II

Members:
Mame Active Directary Folder

ifnizona Sales .. corp.mcsaworld.com

ﬁ California Sale... corp.mcsaworld.com
€ Jelf Smith corp.mcsaworld. com/Users
ﬁ Rick Smith corp.mcsaworld. com/U sers

ﬁ Wil Schirnied cofp.mcsaworld.com

Add... I Eemove |

Ok I Cancel Spply

Removing Members from Groups

The process for removing a member from a group using the Active Directory Users and Computer console
issimple: highlight the member or members to be removed on the Group Member s tab, seen previously
in Figure 1.12, and click the Remove button.Y ou will be prompted to confirm your actions before they are
carried out.

To remaove group members from the command line, use the dsmod command.This

time, however, the command being issued would look like:
dsnod group "CN=West Regi on Sal es, DC=cor p, DC=ntsawor | d, DC=conf" -rnmmbr " CN=Jeff
Snit h, CN=User s, DC=Il abl, DC=cor p, DC=ntsawor | d, DC=cont
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Converting Group Type

If the domain functional level is Windows 2000 native or higher, security groups can be converted to
distribution groups at will, and vice versa. Recall that distribution groups do not have DACL entries and
can only be used for e-mail distribution. Security groups can be used for e-mail distribution as well, and
can also be used to effectively manage user rights, assignments, and permissions.

CONVERTING GROUP TYPE FROM AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the group whose type you wish to convert.
3. Double-click on the group to open its Properties dialog box.

4. On the General tab, seen in Figure 1.15, you will be able to change the group type.

Anzona Sales Division Properties K E3 I

General | Hamharsl Mamharﬂfl Managed E_I,l]

@ Aizona Sales Divisior|

Group name (pre-YWindows 2000); Ihrizunaﬁal&s

Descriphion: I

E -mail: |

 Group scope Group type
& Domain local ™~ Security
€ Globa + Distribution
" Universal

Motes:

Ok I Cancel I Apply

5. For conversions from Distribution to Security, you simply make the change and click OK or Apply.
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6. For conversion from Security to Distribution, make the change and click OK or confirm. You will
be warned, as seen in the warning dialog of Figure 1.16, that users may gain or lose access to
resources in an unwanted way. This is due to the fact that you are removing the DACLs from the
group by converting it to a distribution group.

Active Directory E I

] You are converting a zecurity graup ta a distribution group. IF this group i used ko grant or deny permissions o netwark,
L3 rezources, memberz of this aroup may loze access or gain undesired access. Are you sure you want to continue?

7. If you want to make the conversion to a distribution group, click Yes.

About DACLs

A DACL is an internal listing that is attached to files, folders, and other directory services objects on
volumes that are formatted with the NTFS file system. DACLs are configured by administrators and used
to specify which users and/or groups are allowed to perform different actions on the file, folder, or object in
guestion. The implementation of a DACL varies from files and folders to other objects due to the

specific requirements of other objects. For example, files and folders have the Read access permission,
but printers do not.

Each DACL is made up of Access Control Entries (ACEs). Each ACE specifies the security identifier (SID)
of the security principal (user or group) that it applies to as well as the level of access to the file, folder, or
object that is permitted for that specific security principal.

Group type conversions can a so be performed from the command-line command.The syntax required to
perform the conversion is as follows:
dsnod group GroupDN|[-secgrp {yes | no}]

Again, the function of the switches are self-explanatory as they represent distinguished name of the group
to be converted and the type of group conversion Appendix A contains a complete listing of the dsmod
command and its switches.

Examples demonstrates using the dsmod command twice, first to convert distribution group into a security

group and then back into a distribution group using following commands:
dsnmod group "CN=Ari zona Sal es Division, DC=cor p, DC=ntsawor | d, DC=conf
dsnmod group "CN=Arizona Sal es Division, DC=cor p, DC=ntsawor | d, DC=conf
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Changing Group Scope

Just as a network administrator might want to convert the group type, they may also need to change the
group scope over time. If the domain functional level is Windows 2000 native or higher, they will be able
to use Universal groups. A network administrator can change the scope of agroup from the Active
Directory Users and Computers console by performing the steps outlined bellow.

CHANGING THE GROUP SCOPE FROM ACTIVE DIRECTORY USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the group whose scope you wish to change.
3. Double-click on the group to open its Properties dialog box.

4. On the General tab, as seen in Figure 1.18, you can change the group scope.

California Sales Division Properties

General | Mambar&] Mamharﬂfl Managed Byl

@ Calfornia Sales Division

Group name [pre-Windoves 2000); Californias ales
D escrphion: I
E-mail: |
[ Group scope Group type
& Dornain local &+ Security
€ Globs " Distribution
" Universal
Notes:
=
[~

—

Ok Cancel I Ap

5. Change the group scope as desired and click OK or Apply to accept the changes.
Group scope changes can al so be performed from the command line using the dsmod
command.The syntax required make scope changesis as follows:

dsnod group GroupDN|[-scope {I | g | u}]
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The function of the switches are self-explanatory, as they represent the distinguished name of the group to
be converted and the type of scope to change the group to.

Examples using the dsmod command three times: first to (unsuccessfully) change a Domain Local group
into Global group, second to (successfully) change this same Domain Local group into a Universal group,
and lastly to (successfully) change the Universal group into a Global group using the following

commands:

dsnod group "CN=California Sal es Division, DC=cor p, DC=ntsawor | d, DC=coni -scope g
dsnod group "CN=California Sal es Division, DC=cor p, DC=ntsawor | d, DC=conf -scope u
dsnod group "CN=California Sal es Division, DC=cor p, DC=ntsawor | d, DC=coni -scope g
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Deleting Groups

A group can easily be deleted from within the Active Directory Users and Computers console. Note that
deleting a group does not cause any members of the group to be deleted from Active Directory—only to
be removed from that group and lose any rights and permissions that may have been applied to them if the
group is a security group. If the group is a distribution group, e-mails will no longer be able to be sent

to the group e-mail address.

DELETING GROUPS FROM ACTIVE DIRECTORY USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the group to be deleted.
3. Right-click on the group and select Delete from the context menu.
4. When prompted if you want to delete the group, click Yes.

A group can also be deleted from the command-line using the dsrm command. The syntax required to
delete agroup isasfollows: dsr m G- oupDN

Example using the dsrm command to remove the Washington Sales Division group using the following
command: dsr m " CN=Washi ngt on Sal es Di vi si on, DC=cor p, DC=ntsawor | d, DC=cont
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Modifying Group Properties
After agroup is created, the properties may need to be changed. Most commonly, these changes include
supplying an e-mail address for the group and denoting someone as being the person responsible for the

group.
MODIFYING GROUP PROPERTIES

1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the group to have its scope changed.
3. Double-click on the group to open its Properties dialog box.

4. On the General tab, you can enter an e-mail address to be used to distribute e-mail to all mailbox-
enabled members of the group.

West Region Sales Properties K E3 I

General | Memharsl Mamharﬂfl Managed E_I.II

@ West Reagion Sales
Group name [pre-Windows 2000); IWEStSE|E:$
Descrption: ITHIE group containg all members of the Western Resgio
E-mail | westzales@mcsaworld, cor
 Group scope Group type
* Domain local * Securty
€ Gloha " Distribution
" Universal
MNotes:
=
=
ok | cancel | apply

5. If you want to list a user as being responsible for the group, switch to the Managed By tab. Go
through the process to locate and add a user as demonstrated earlier. You will see the pertinent
details, as seen in Figure, after confirming the responsible user.
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YWest Region Sales Properties
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Finding Groupsin Which a Particular User isa Member

The ability to determine which groups a user is a member of can be helpful in many situations, including
troubleshooting permissions and user rights assignments.To determine which groups a user is member of
(this also applies for computers) from the Active Directory Users and Computers console, perform the
steps bellow.

DETERMING THE GROUPS A USER IS A MEMBER OF
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the user in question.
3. Double-click the user to open the Properties dialog box.

4. Switch to the Member Of tab, to quickly determine what groups the user is a member of.

Rick Smith Properties EHE I

Remote control | Terminal Services Profile | COM+ |
General | Address I Account I Profile I Telephones l Organization I
Member Of I Diakin |  Enviorment | Sessions

tdember of:

Name Active Directory Folder

Doman U corp.mezaworld com/U sers
“West Region Sales  corp.mcsaworld.com

Add... I Remove |

Primary group: Domain Users
Sl Rt e There is ho need to change Primary aroup unless
' - you have Macintosh clients or POSIX-compliant
apphications.
OF, Cancel Applp

To determine what groups a user is amember of from the command-line, use the dsget command.The
syntax required isasfollows. dsget user UserDN - nenber of
Example: dsget user "CN=Rick Smith, CN=Users, DC=cor p, DC=ntsawor | d, DC=coni’ —nenber of
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Assigning User Rightsand Permissionsto a Group

After learning about groupsin an effort to make administration of a network easier and more exact, it is
only natural that we conclude the discussion of groups with a brief examination of how user rights and
permissions assigned to them.

Assigning user rightsto agroup can be donein severa places, each at a different within the overall Active
Directory domain hierarchy. The following list contains locations and ways that user rights can be
assigned to a group:

Default Domain Controller Security Settings Console Located Administrative Tools folder, this
console can be used to configure user assignments for all domain controllers. Domain controllers are
located Domain Controllers container in Active Directory Users and Computers.

Default Domain Security Settings Console Located in the Administrative Tools folder, this console can
be used to configure user rights that will to the domain as awhole.

Local Security Palicy Console Located in the Administrative Tools console can be used to configure user
rights that will be applied only computer.

Group Palicy Objects (GPOs) GPOs can be applied at various Active Directory, such as the domain
level or to a specific Organizational Within each GPO, user rights can be assigned that will affect all
objects has been applied to.

Security Templates Security Templates can be used to quickly and apply security settingsto all objects
they have been applied to. Security can be applied directly to alocal computer or imported into a GPO
application to all objects the GPO is applied to. Security.
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APPLYING USER RIGHTS TO A GROUP
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1. Click Start | Programs | Administrative Tools | Domain Security Policy to open the Default

Domain Security console.

Tﬁ. Default Domain Securty Settlings M=l E3 I

File  Action View Help

= | BmxB 2

% Securty Settings

& LE# Account Palicies

= _J_ﬂ Local Policies
[+ =g Audit Policy

#-2g] Security Options
B ;ﬁ Ewvent Log
[+-_8 Resticted Groups
-8 Spstem Services
=-8 Registy
-8 File System
Y Wireless Network [IEEE 802.11) F
[ ] Public Key Policies
-] Software Restiction Policies
&2 -.g IF Secunty Policies on Active Dire

=-E

4 | sl

Policy  /

|_Policy Setting 5]

@j Access this computer from the network,
|Lﬁl_{] Act as part of the operating system
i6].Add workstations to domain

[ﬁbﬂ.’—'\diust memary guotas for a process
[-15_{] Allows log on locally

@ﬂ Allow log on through Terminal Services
|L-‘ib';] Back up files and directories

@ﬂ Bypass traverse checking

||§ﬂﬂ Chanae the system time

L-‘il_{] Create a pagefile

Eﬂ Create a token object

||§ﬂ{] Create global objects

@ﬂ Create permanent shared objects

|L-'i§] Debug programs

@j Deny log on as a batch job
L-‘B_{] Deny log on as a service
i1

L-‘il_;j Deny access to this computer from the netwark

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mat Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Dehned
Mot Defined
Mot Defined
Mot Defined
Mot Defined

|

2. Expand the nodes to locate the User Rights Assignment node shown.

3. Locate the User Right you wish to define, and double-click it to open it for editing. As seen in
Figure, place a check in the Define these policy settings option.

Back up files and directories Properties 2 | x| I
Security Policy Setting I
Back up files and directories
(=
v Egeline these policy settings:
Add User or Group... EMOvE
[ ok | cancel | poy
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4. Click the Add User or Group button to
open the Add User or Group dialog box.
If you know the name you want to
configure the rights for, enter it and click
OK.

If not, click then click the Browse button
to open the standard Select Users,
Computers or Groups dialog box, which
will allow you to search for the user or
group to add.
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More often than not a group is used to ssimplify the management of access to shared resources on a
network. Assigning these permissions takes a different approach than has been seen thus far in our
dealings with groups. Thisis a setting that needs to be configured directly on the object in question, such
as afile share or shared printer for example.

ASSIGNING NTFS PERMISSIONS TO A GROUP

1. Open Windows Explorer and locate the shared resource that you want to configure NTFS
permissions on in this example a shared folder.

2. Right-click on the folder and select Properties from the context menu.

3. Switch to the Security tab as seen in Figure.

SalesDocs Properties
Ganereil Sharing Securty I Cuﬂnmiz&l

Group or uger names:

€% CREATOR OWNER
€% SYSTEM
€% Users (CORP\Users)

Pemmizsions far Administrators

Administrators [CORPYWAdministrators]

Full Cortrol

Modify

Read & Execute
List Folder Contents
Read

Write

Add... | Bemove
Allow Deny
O 4
]

O
-
O -
O

For special permissions or for advanced settings,  Advanced
click Advanced. -

114

Cancel I frply

4. To add a group to the DACL, click the Add button. This opens the Select Users, Contacts,

Computers or Groups dialog box as discussed previously.

5. Locate and add the group that you wish to assign permissions to.
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6. After adding the group, you will see the results on the Security tab, as seen in Figure.

SalesDocs Properties 7| x|

Eamrdl Sharing Security l Cmtnmiz&l

Group or user names:

E Adminiztrators [CORPYAdministrators)
€% CREATOR OWNER

€ SYSTEM

€32 Users (CORP\Users)

ﬁ West Region Sales [CORP\\WestSales)

ddd, . I Remaove

Permizzsions for “West Region
Sales Allow Deny

Full Control ] A

M adify O

Fead & Execute ([l

List Folder Contents O

Read O -

Wfrite ] |
For special permissions or for advanced settings, L
chck Advanced. —

0K Cancel | Apply

7. Configure the required permissions for the group and click OK to accept the changes.
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Creating and Managing User Accounts

Up to this point, we have discussed groups only. Groups can be used to collect large numbers of accounts
for ease of administration. Networks exist to make the sharing of information easier. Asin the previous
discussion of groups, the following sections examine user accounts from the perspective of an Active
Directory domain environment.

Before discussing creating and managing user accounts, let’s examine the default user accounts that are
found in the Windows Server 2003 environment.

Default User Accounts

Several default user accounts are created during the installation of Windows Server 2003 and the creation
of an Active Directory domain. the m the common default user accounts that are created, although several
more may be created depending on the specific applications and services installed on the computer.

The Default User Accounts

User Name User Description

Administrator A built-in account that is provided for administering the computer and
domain. This account is a member of the following groups: Administrators,
Domain Admins, Domain Users, Enterprise Admins, Group Policy Creator
Owners, and Schema Admins.

Guest A built-in account that is used for guest access to the computer
and domain. This account is a member of the following groups: Domain
Guests and Guests. The guest account is disabled by default.

IUSR_computername A built-in account that is used to allow anonymous access to Internet
Information Services (1IS) resources. This account is a member of the
following groups: Domain Users and Guests.

IWAM_computername | A built-in account that is used by IIS to start out-of-process
applications. This account is a member of the following
groups: Domain Users and IIS_WPG.

krbtgt A built-in account that serves as the Kerberos Key Distribution Center (KDC)
service account. This account is a member of the Domain Users group.

SUPPORT _XXXXXXXX A built-in account that is used for the Help and Support Service. This
account is a member of the following groups: Domain Users and
HelpServicesGroup. The SUPPORT account is disabled by default.
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Managing and Modifying User Accounts

Itisfairly safeto say that, in most cases, a network administrator will work with user accounts on a daily
basisin most networks. Users are the lifeblood of a network the very reason the network existsis to
provide information and other resources to users in a secure and efficient way. As such, there are several
common tasks to perform when administering user accounts:

Creating new user accounts/ Resetting a user account password / Copying a user account
Disabling or enabling a user account / Configuring user account properties/ Deleting user accounts
Assigning user rights and permissions to a user account

Each of these tasks is discussed in the following sections.We will also examine using two additional
command line-based utilities to perform bulk import and export of Active Directory information,
including user accounts.

Creating New User Accounts

Creating a new user accounts one at atime is one that can be accomplished from either the Active
Directory Users and Computer console or from the command line. The process to create a new user
account from the Active Directory Users and Computers console is detailed.

CREATING A NEW USER ACCOUNT WITH AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Right click on the node where you want to create the new user and select New | User. The New
Object User dialog box opens. Supply the user's name and logon name and click Next to continue.

New Object - Uszer El

g Create in:  corp.mcsaworld.com/U sers

First name: | Initials: I

Last name: |

Full name: |

User logon name:
| | @corp.mezaworld. com _']

Izer logon name [pre“wWindows 2000]:
IEDFIF"x [

¢ Back | Hext » Cancel
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4. In the next window supply the password for the user. Good practice dictates that the password
assigned here be a temporary one by selecting the User must change password at next logon
option, which is selected by default. If you are creating an account that is not to be used yet, network
security can be increased by disabling it at this time. After entering your selections, click Next to
continue.

New Object - User E3

ﬁ Create . corp.mcsaworld. com/Users

Password: ||

Confirm password: |

¥ User must change password at next lagon
[ User cannat change password
[T Password never expires

[T Account is disabled

< Back Mext » Cancel

5. You will be given the chance to review your configuration from a summary page. If all is well, click
Finish to create the user. You can click Back to go back and make changes as required.

Alternatively, user accounts can be created one at a time from the command-line using the dsadd
command.The specific context to be used to create a new account is:
dsadd user UserDN [-UPN UPN] [-sanmi d SAMName] -pwd {Password| *}

The UserDN and SAMName modifiers have been previously explained. The UPN modifier specifies the
users User Principal Name (UPN), such as user@mydomain.com; the pwd modifier specifies the account
password, or if set as* specifiesthat you want to be.

Exampleto create a new user, Roger Smith, in the Sales OU using the following command:
dsadd user "CN=Roger Snith, CN=Users, DC=cor p, DC=ntsawor | d, DC=conm’ —UPN
rogersm th@orp. ntsaworl d. com -sam d rogersmth -pwd *
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Resetting the User Account Password

It happens more than any administrator wants to talk about: resetting user passwords. In some
organizations with particularly challenging password complexity requirements, this can become a burden
on network administrators. Even in those organizations where the password policies are not nearly as
stringent, users will still forget their passwords. Additionally, the network administrator will oftentimes
need to reset the password on an expired or locked out user account. Fortunately, you can you quickly and
easily reset auser’s password from within the Active Directory Users and Computers console.

RESETTING USER PASSWORDS WITH AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the user in question.

3. Right-click on the user and select Reset Password from the context menu to open the Reset
Password dialog box seen in Figure.

Reset Password 2| x|

New password: ||

Confirm password: I

[ User must change password at next logon

The user must logoff and then logon again for the change to take effect.

] 4 Cancel

4. Enter the new password. For enhanced security, select the User must change password at next
logon option. Click OK to reset the user’s password.

A user’s password can also be easily reset from the command-line using the dsmod command
with the following syntax: dsnmod user User DN - pwd NewPassword -mustchpwd {yes| no}.

Example using the dsmodcommand to reset the password of user Roger Smith using the following
command: dsnod user "CN=Roger Snith, CN=Users, DC=cor p, DC=ntsawor | d, DC=cont -pwd * -nustchpwd yes
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Copying a User Account

Many organizations have standardized the way that they create and configure user accounts by creating an
account template. An account template is nothing more than a user account that has been created and
configured in a specific fashion and then used to create new accounts without the administrative burden of
needing to configure each new account in asimilar fashion. Although the need for thisis somewhat offset
by the diligent usage of groups and configuring rights and permissions on the group level, there may be
the need to copy a user account, creating a new user account with the same features except that the

new user account will posses a different SID.

COPYING USER ACCOUNTS FROM AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.
2. Expand the console tree until you locate the user in question.

3. Right-click on the user and select Copy from the context menu to open the Copy Object User
dialog box as seen in Figure.

Copy Object - User Ed

ﬁ Create in:  corp.mcsaworld com/dUsers

First name: || Initials: |

Last name: |

Full name: |

Uszer logonh name:
| | @corp.mcsaworld. com ;]

I1zer logon name [pretwindows 2000
|EDHP'« [

¢ Back | Hewt Cancel

4. You will need to supply the same information for the copy process as you did when creating a new
user account. By default, only the most common attributes are copied during the user account copy
process. These include log on hours, workstation restrictions, and account expiration date. Y ou can
modify which attributes are copied to the newly created user from the Active
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Disabling or Enabling A User Account

A network administrator may need to disable a user account for any number of reasons.

Commonly, they will disable user accounts when the user is gone for an extended period of time, or as a
security measure to keep unused accounts from becoming a weakness in their network security plan. The
administrator can quickly disable a user account from the Active Directory Users and Computers console
by right-clicking on the account and selecting Disable Account from the context menu. Similarly, they
can enable adisabled user account by right-clicking on the account and selecting Enable Account.They
can also disable or enable a user account from the Account tab on the Properties dia og.

An account can also be disabled or enabled from the command-line using the dsmod command with the
following syntax: dsnmod user UserDN - di sabl ed {yes| no}.

Configuring User Account Properties

When user accounts are created using the Active Directory Users and Computers console or using the
minimum required command syntax of the dsadd command, many user attributes and information items
still need to be configured. Most of these items can be configured using the dsadd command at the time of
account creation, or the dsmod command after the fact. The following sections examine the configuration
process entirely from the Active Directory Users and Computers console.

Within Active Directory Users and Computers, locate the user account that you wish to configure account
properties for and double-click it to open the Properties dialog box.

TheGeneral Tab

The General tab of the account Properties dialog box, seen in Figure, allows the network

administrator to configure basic user information such as first and last name, display name, a description
of the account, office location, telephone number, e-mail address, and Web page information.

Roger Smith Poperties K|
MemberOf | Dialin | Envionment |  Sessions
Remote control | Terminal Services Profile I COM+

General ] Address I Account I Profile | Telephones I Drganization

g Roger Smith

Eirst name: Itk [
Last name: |5mllh

Digplay name: [Foger Smith

Description: |

Office: I.-’-‘«rizona Sales

T elephone number: |480-555-98?E DOther... |
E-mail: Imgers@mcsaworld.com

‘Web page: |http'#{www mcsaworld. com Other... |

ok | cenee | o |

Version du 19/11/2011 Page 25 sur 40 TP Administration Windows



Laboratoire Réseaux &Télécom TP M1 2011/2012

The Address Tab
The Addresstab of the account Properties dialog box, seen in Figure, allows the network administrator to
configure a complete mailing address for the user.

Roger Smith Properties K E3 |

Member OFf | Dial-in | Environment | Sessions |
Remate contral I Termminal Services Profile l COM+ I
General  Address | Account | Profile | Telephanes | Organization |

Street: 789 My Avenuel =
=

F.0O. Box:

City: Iﬁny Town

State/province: I.f‘-'l.E

Zip/Postal Code: {85555

Countrp/region:; I United States ;I

0K | Caneel | ol
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The Account Tab

The Account tab of the account Properties dialog box, seen in Figure, allows the network administrator to
modify account attributes such as the logon name, the pre-Windows 2000 log-on name, logon hours,
logon location restrictions, account expiration date, and several other account options.

Roger Smith Properties K E3 I

Member Of | Dial-in | Environment | Sessions |
Remate control I Tetminal Services Profile | COM+ I
General I Address  Account I Profile I Telephones | Urganization |

U ser logon name:

Imgersmith I @corp.mesaworld. com _'I
User logon name [pre‘windows 2000):
IEDHF‘\ I rogersmith

Logon Hours.... LogOnTo... |

I Account is locked out

Account options:

[ User must change password at next lagon
[ User cannot change paszsword
[T Password never expires

[~ Store password uging reversible encryption |
 Account expires

" Never

- El"dd | ;I1r|||-1_',.' . June 08, 2003 j

oK | Ccancel | ol
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CONFIGURING USER LOGON TIME AND COMPUTER RESTRICTIONS
1. On the Account tab of the user Properties dialog box, click the Logon Hours button to open the
Logon Hours for User dialog box, seen in Figure.

Logon Hours for Roger Smith X | I

€ 3 | (€ 0K
12« 2+-4-65-8-10-12-2-4-6+8-10-712
Al Cancel

Sunday
Monday
Tuesday :
Wad’lasday
Thursday

I &' Logon Permitted
‘ " Logon Denied

Friday
Saturday

Sunday thiough Saturday from 12:00 &M to 12:00 &M

2. Blue squares represent those times when a user is allowed to logon to the network, while white
squares represent those times when the user is not allowed to logon. By default, logon is allowed 7
days per week, 24 hours per day.

3. To configure a log-on hours restriction, click the Logon Denied button.

4. Select a starting day and time (Monday, 6 A.m. for example) and drag the cursor to highlight the
time you wish to allow logon. Click the Logon Permitted button to make the changes. In this
example, Roger Smith will now be allowed to logon only during the time period of Monday — Friday,
from 6 AM. — 6 P.M.

5. Click OK to accept the changes.

6. To configure a log-on computer restriction, which will limit the computers the user can logon to the
network from, click the Log On To button on the Account tab of the user Properties dialog box.

7. The Logon Workstations dialog box will open allowing you enter the NetBIOS names of the
computers this user will be allowed to logon in from.
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Logon Workstations

8. To enter computer names, select the The following computers button.

9. Enter the NetBIOS computer name, such as MCSAWKSO042, for each computer that is to be
allowed user logon. Note that the NetBIOS computer name MCSAWKS042 would belong to the
computer with the following Fully Qualified Domain Name (FQDN) in this example domain:
MCSAWKS042.corp.mcsaworld.com.

10. Click OK to accept the logon computer restrictions
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The Profile Tab
The Profile tab of the account Properties dialog box, seen in Figure 1.44, allows the network administrator
to specify a profile path, logon script, and home folder for the account.

Roger Smith Properties K E3 I

MemberOf |  Diakin |  Envionment |  Sessions |
Rermote control I Terminal Services Profile l COM+ I
General | Address | Account Profile I Telephones | Organization |

~ Iser profile

Profile path: |"-."'.rr||:sasw3'1 42\profiles\rogersmith

Logon geript; |

~Home folder
" Local path: |

(+ Connect: |H: j To I"-ﬁ«mDsagurﬂdﬂfnlderskmgersmit

(1] 4 Cancel Lpply

The Telephones Tab

The Telephones tab of the account Properties dialog box, seen in Figure allows the network administrator
to enter several different telephone numbers for a user including home, fax, pager, and mobile and IP
phone numbers.

The Organization Tab

The Organization tab of the account Properties dialog box, allows the network administrator to configure
title and departmental information about the user. Additionally, they can enter the user’s supervisor. On
the Organization tab of the selected supervisor, the user’s name will appear in the Direct reports area.
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Deleting User Accounts
Occasionaly, user accounts must be deleted, most commonly when a user no longer works for an
organization. It isimportant to delete an inactive user account as soon as possible.

For example, company policy might dictate that user accounts are to be disabled starting the day a user
leaves the company. After 45 daysiif the user has not returned to the company, the user account is deleted
to prevent its misuse

DELETING USERS FROM AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the user to be deleted.
3. Right-click on the user and select Delete from the context menu.
4. When prompted if you want to delete the user, click Yes.

A user account can be deleted from the command-line using the dsrm command with
the following syntax: dsr m Obj ect DN.

Example using the dsrm command to del ete the user account of Roger Smith using the following
command: dsrm " CN=Roger Snmith, CN=User s, DC=cor p, DC=ntsawor | d, DC=cont
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Creating and Managing Computer Accounts

Computer accounts serve the same basic function as user accounts: they are used to determine the rights
and permissions that a computer will have in the domain. Although computer accounts can be created for
any Windows computer on a network, only Windows 2000 or better computers will be able to fully
participate in Active Directory and receive security and management configuration from Active
Directory.Windows 9x and Windows NT computers will require the use of System Policies to configure
security and management options.Y ou can learn more about System Policies at

www.micr osoft.com/technet/prodtechnol/windowsser ver 2003/pr oddocs/ser ver /tattooing.asp.

Computer accounts can be created in one of two ways: manually though usage of the Active Directory
Users and Computers console or from the command-line, or automatically by joining a Windows
2000,Windows X P, or Windows Server 2003 computer to a domain. Each of these eventsis examined in
more detail in the following sections.

Creating and Modifying Computer Accounts Manually

Computer accounts can be manually created in much the same fashion as user accounts. A network
administrator can create a computer account from the Active Directory Users and Computers console, or
from the command-line as desired.

CREATING COMPUTER ACCOUNTS FROM AD USERS AND COMPUTERS
1. Open the Active Directory Users and Computers console.

2. Expand the console tree until you locate the location in which you wish to create the new
computer.

3. Right-click on the node and select New | Computer from the context menu to open the New
Object — Computer dialog box, seen in Figure

HNew Object - Computer [ x|

Create in:  corp.mcsaworld comdComputers

Computer name:

Computer name (pre-windows 2000):

The following user or group can join this computer to a domain.
Uszer or group:

|Delaul: Domain &dmins Change... |

[ Agsign this computer account as a pre-Yindows 2000 computer

[T Assign this computer account as a backup domain controller
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4. Enter the computer name and pre-Windows 2000 information. If this is a pre-Windows 2000
computer, select the appropriate option. If this computer is a Windows NT 4.0 BDC, select the
appropriate option.

After making your selections, click Next to continue.

5. On the Managed page, seen in Figure 1.50, click Next to continue without making any

configuration changes. You would only need to enter information in this location if the computer were
being prestaged for Remote Installation Service (RIS) installation of an operating system.

@ Create in: corp.mcsaworld com/Computers

IF you are creating a computer account for a managed computer, select the
check box below, and then tupe the computer’s complete GUID. The GUID
may be faund in the system BIOS or posted on the computer case.

< Back Mest » Cancel

6. From the summary page, click Finish to complete the computer account creation process.

Computer accounts can aso be created from the command-line by using the dsadd
command with the following syntax: dsadd conput er Corput er DN

Example using the dsadd command to create the computer account for acomputer with a NetBIOS name

of A51WXP3142 in the Sales OU using the following
command: dsadd comput er CN=MCSAWKP3142, CN=Conput er s, DC=cor p, DC=ntsawor | d, DC=com
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Creating Computer Accounts by Joining to the Domain
As an alternative to creating a computer account manually, a network administrator may also create a
computer account automatically by joining the computer to a domain.

JOINING A COMPUTER TO THE DOMAIN

1. On the computer to be joined to the domain, log on using an account that has local Administrative
credentials.

2. Open the System applet in the Control Panel and click on the Network Identification tab.

3. Click the Properties button to open the Identification Changes dialog box seen in Figure 1.52. As
seen in this example, this computer is currently part of a workgroup.

Identification Changes HE |

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:

ARTW2KPO42
Full computer name:
A5TW2KPO42,
More... |
Member of
" Domain:

& Workgroup:
|hH EAST

0K | Cancel |

Domain Username And Password B3 |

Enter the name and password of an account with permiszion to join the

domair.
Mame: I administrator@corp. mosaworld, com
Password: I““““““ﬁ

| oK I Cancel

4. Select the Domain button, enter the domain name that the computer is to be joined to, and click
OK.

Version du 19/11/2011 Page 34 sur 40 TP Administration Windows



Laboratoire Réseaux &Télécom TP M1 2011/2012
You will be prompted for the credentials of a user authorized to add computers to the domain. Supply
them as seen in Figure.

6. Click OK. After some delay, depending on network conditions, you will receive the Welcome dialog

box seen in Figure.
Metwork Identification [ X | |

':Q) Welcome to the corp domain.

7. Click OK to acknowledge the successful joining. You will be informed that you will need to restart
the computer to complete the process.

8. Close the System applet and restart the computer.

9. When you log on next time from that computer, you will be logging onto your domain.
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Frequently Asked

The following Frequently Asked Questions, answered by the authors of this book, are designed to
both measure your understanding of the Exam Objectives presented in this chapter, and to assist
you with real-life implementation of these concepts. You will also gain access to thousands of other
FAQs at ITFAQnet.com.

Q: It seemslike creating groups, assigning them user rights and permissions, and then placing usersin the
groups is an awful lot of work.Why can’t | just manage the user rights and permissions directly on the
users themselves?

Q: I have an employee that just quit the company last week. Should | delete her user account from Active
Directory?

Q: Why would I ever want to rename a user account and reassign it to another user?

Q: How can | use the command line utilities to quickly create large numbers of user accounts?
Q: How can the csvde and Idifde tools help me?

Q: Do all Active Directory manipulations have to be performed locally on adomain controller?
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Test
Creating and Managing Groups/ User Accounts/ Computer Accounts

1. You are an assistant network administrator for Billy’s Jeans, Inc.Y ou have been tasked with creating
three new groups, one for each of the following divisions: Sales, Marketing, and Production.The Sales
group isto be configured with permissions required to access a shared network folder named Sales.The
Marketing group is to be configured only for e-mail distribution to its members.The Production group isto
be configured for both e-mail distribution and with the required permissions to access the Sales
folder.Which of the following set of actions presents the correct steps to accomplish the requirement you
have been tasked with?

A. Create a security group named Sales and configure the Sales folder with the required
permissions for this group. Create a security group named Marketing and configure the Sales folder with
the required permissions for this group. Create a distribution group named Production and configure the
Sales folder with the required permissions for this group. Additionally, configure an e-mail address for the
Production group.

B. Create a distribution group named Sales and configure the Sales folder with the required
permissions for this group. Create a distribution group named Marketing and configure an e-mail address
for this group. Create a security group named Production and configure the Sales folder with the required
permissions for this group. Additionally, configure an e-mail address for the Production group.

C. Create a security group named Sales and configure the Sales folder with the required
permissions for this group. Create a distribution group named Production and configure an e-mail address
for this group. Create a security group named Marketing and configure an e-mail address for this group.

D. Create a security group named Sales and configure the Sales folder with the required
permissions for this group. Create a distribution group named Marketing and configure an e-mail address
for this group. Create a security group named Production and configure an e-mail address for this group.
Additionally, configure the Sales folder with the required permissions for the Production group.

2. Hannah is preparing to configure user rights and permissions for 1,600 users that are spread out over
five different departments: Sales, Marketing, Production, Engineering, and Administration. Each
department is composed of two divisions: East and West. The network is also composed of two child
domains under the root domain: East and West.The network has atotal of ten divisions. How can Hannah
create groupsto usein assigning user rights and permissions without causing excessive directory
replication between the two child domains? (Choose two correct answers)

A. Hannah should create universal groups for al ten divisions.

B. Hannah should create two universal groups, UEast and Uwest, and place the five respective

departmental groups in them.

C. Hannah should create global groups for all ten divisions.

D. Hannah should create two global groups, GEast and Gwest, and place the five respective

departmental groups in them.

3. You are preparing to assign user rights and permissions to 150 users on your network. Which of the
following reasons explain why assigning the rights and permissions to a group and then placing the users
into the group is the best course of action? (Choose three correct answers)

A. Configuring user rights and permissions on groups is more accurate than configuring

user rights and permissions on individual user accounts.

B. Configuring user rights and permissions on groups requires less administrative time and labor
to perform.

C. Configuring user rights and permissions on groups allows you to quickly manage which users
get these rights and permissions by adding or removing them from the group.
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D. Configuring user rights and permissions on groups prevents attackers from using the user
accounts in an unauthorized fashion.

4. Augtin is attempting to create a new group for his network that he wants to place several global groups
into.When he tries to create the new group as auniversal group, the option to do so is not avail able.What
isthe most likely reason for this problem?

A. Austin’sdomain is operating in the Windows NT 4.0 native functional mode.

B. Austin’s domain is operating in the Windows 2000 mixed functional mode.

C. Augtin’ sdomain is operating in the Windows Server 2003 functional mode.

D. Austin’sdomain is operating in the Windows 2000 native functional mode.

5. Andrea has created a new security group for several help desk staff in her company. She has configured
the required user rights and permissions on this security group and placed the help desk staff user accounts
into the group.When Andrea tries to send an e-mail message to the security group, she gets a bounce back
informing her that no such user was found.What is the most likely reason for this problem?

A. One of the usersin the group is not mailbox enabled.

B. The group does not have an e-mail address configured for it.

C. The group is not adistribution group.

D. None of the usersin the group are mailbox enabled.

6. Jon is creating several dozen new domain local security groups for his network.What command line
utility could Jon use to create these groups for him?

A. dsadd group GroupDN -secgrp yes -scope | -samid SAMName -desc Description

B. dsadd group GroupDN -secgrp yes -scope g -samid SAMName -desc Description

C. dsadd group GroupDN -secgrp no -scope | -samid SAMName -desc Description

D. dsadd group GroupDN -secgrp yes -scope u -samid SAMName -desc Description

7. Y ou have been tasked with determining the group membership status of several hundred employees
within your organization.Y ou have determined that it would be more efficient to perform thistask from
the command line.Which command line utility can be used to determine which groups a specified user isa
member of ?

A. dsguery / B. dsget / C. dsmod / D. dsrm

8. Andrew is amember of the help desk staff for Tim’s Tents, Inc.Where can Andrew |ook to determine
what groups that a user is a member of from within the Windows GUI?

A. The Member Of tab in the group Properties dialog box.

B. The Member Of tab in the user Properties dialog box.

C. The Account tab in the user Properties dialog box.

D. The Managed By tab in the group Properties tab.

9. Which of the following user accountsis used to provide anonymous accessto |1 Sresourcesand is a
member of the Domain Users and Guests groups?
A. IWAM_computername/ B. SUPPORT _xoxxxxxxx / C. [USR_computername/ D. krbtgt

10. You have just completed a clean installation of Windows Server 2003 on a new server in your
organization. Several default user accounts are created by the installation process. Which of the following
default users are disabled by default? (Choose two correct answers.)

A. Administrator / B. Guest / C. IUSR_computername / D. SUPPORT _ XXX

11. You are in the process of creating new user accounts from the command line using the dsadd

command. If the pwd * modifier is specified, what is the net result?
A. The password is to be randomly assigned. / B. The password isto be left blank.
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C. The password is to be taken from another list. / D. The password isto be supplied during the
creation process.

12. You are ahelp desk staff member for your organization. A member of the Advertising department has
requested that her password be changed.Which of the following items of information will you need to
know in order to reset the password for her?

A. The user’s current password. / B. The user’s e-mail address.

C. The user account name. / D. The user’ s supervisor’ s name.

13. Which of the following computers can have computer accountsin Active Directory? (Choose all
correct answers.)

A. Windows 2000 Professional / B. Windows X P Professional

C. Windows 98/ D. Windows 95

14. In what two ways can computer accounts be created in Active Directory? (Choose two correct
answers.)

A. By joining a Windows 95 computer to the domain.

B. By joining a Windows 2000 Professional computer to the domain.

C. Through manual creation from Active Directory Sites and Services.

D. Through manual creation from Active Directory Users and Computers.

15. Chrisis preparing to import a CSV file containing data from another LDAP-compliant directory
service into the Active Directory of her domain.What is the minimum command that she will need to issue
to perform the importation of the data in the file named userlist.csv?

A. csvde —f filename/ B. Idifde — —f filename/ C. csvde —i —f filename/ D. csvde —i
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Extended Command Line Functionality

Some of the biggest improvements in Windows Server 2003 are the significant
enhancements made to the command line utilities. The following new command line
tools have been added to make the administrator’s job easier:

dsadd Can be used to add new objects into Active Directory such as contacts,
computers, groups, organizational units, and users.

dsmod Can be used to modify an existing object in Active Directory.

dsrm Can be used to remove an existing object from Active Directory.

dsmove Can be used to move a single object in Active Directory within the same
domain from one location to another. Can also be used to rename an object without

moving it.

dsquery Can be used to query Active Directory per the specified criteria to locate a
specific object or object type.

dsget Can be used to display the properties of a specific object in Active Directory.
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