| Laboratoire Télécom&Réseaux TP WIFI M1 ABBAS ROTH |

Etape 1
Plan d'adressage :

Internet
Réseaux de I’Efrei

192.168.20.1/24
FA0/1. 20

192.168.30.1/24 "¢ %"

FA 0/1. 30

Trunk

o T/100Base-TX Catalyst 2950 series
4 5 ] 7 8 9 0 11 12

Yian 3 :
« vlan_wifi »

192.168.30.2/24

,’ , ccess Point| Gateway : 192.168.30.1
A\ Y Cisco 1200
A BVII
|2.168.30.100 - 192.168.30.199

Gateway : 192.168.30.2

‘ Yian 2 : « vlan_admin »

192.168.20.100 /24
Gateway : 192.168.20.1

Les questions ou les précisions a apporter a ce schéma?

Les VLAN doivent pouvoir communiquer entre-elles (par le routeur).
Le BVI1 est une « Basic Virtual Interface »

Les masques sont tous a 255.255.255.0

Validé par le formateur

Etape 2

Reset de ['Aironet (Cf annexe).

ap#show ip interface brief

Interface IP-Address OK? Method Status Protocol

BviI1 192.168.30.2 YES manual up up
Dot11Radio0 unassigned  YES unset administratively down down
FastEthernet0O 192.168.30.3 YES manual up up
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Configuration de l'Aironet :

ap#show dot11 associations

802.11 Client Stations on Dot11Radio0:
SSID [SiTo] :

MAC Address IP address Device Name Parent
001d.e05a.4a85 169.254.110.252 ccx-client  ap self

Configurer les postes, puis vérifier ’interopération PA.
Propristés de : Protocole Internet version 4 (TCP/IPwd) | 7 mﬁE_l

Général

Les paramétres IP peuvent tre déterminés automatiquement si votre
réseau le permet, Sinon, vous devez demander les paramétres IP
appropriés a votre administrateur réseau.

Obtenir une adresse IP automatiguement

(@) Utiliser |'adresse IP suivante &

Adresse IP ; 192 ., 168 . 30 . 100
Masgue de sousTEseal 255,255,255, 0
Passerelle par défaut 192 .168 ., 30 . 2

Chtenir les adresses des serveurs DNS automatiquement

@ Utiliser ['adresse de serveur DNS suivante :
Serveur DNS préféré ;

Serveur DNS auxiliaire :

[T valider les paramétres en quittant | e

oK || Annuler i
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Etape 3
Acces Telnet depuis un PC : la liaison n'est pas sécurisée :
(KgrolowTPstearn BB wmew T TP SS5T D% s & PN -

Stream Content

User Access verification

USername: ..... ..... e aas P B e XTERM. ...8%..%CCiissccoo
Password: Cisco

ap>=sshhooww ddoott.

ap>show dotll aassssoo.

ap=show dotll associations

802.11 client stations on DotllRadioO:

ssID [siTo] :

MAC Address IP address Device Name Parent state |
001d. eD5a.4a85 192.168.30.42 ccx-client ap self ASS50C
00le.e5ed.6eal 192.168.30.100 ccx-client - self AS50C
ap>|
N
N
Il ———— :
| |Eind|i53veﬁ:~ Erint! Entire conversaticn (557 bytes) E| » ASCH EBCDIC Hex Dump C Arrays @ Raw
== |
N —— ;
[ | Help | | Filter Out This Stream | | Cloze
| ——

Configuration du PA pour SSH (putty) :

ap(config)#ip domain name SiTo

ap(config)#crypto key generate rsa

The name for the keys will be: ap.SiTo

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 512
% Generating 512 bit RSA keys ...[OK]

ap(config)#
*Mar 1 00:46:15.034: %SSH-5-ENABLED: SSH 1.99 has been enabled
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Acceés SSH depuis un PC : la liaison est maintenant sécurisée :

[ |
D e
Stream Content
chc,aes192-cbc,aes256-cbc. .. )aes128-chc, 3des-cbc,aes192-chc,aes256-chc. . . +hmac-shal, hmac- a
shal-96, hmac-md5 , hmac-md5-96. . .+hmac- shal hmac- sha.]. 96 hmac-md5, hmac-
T T L 4 4 T .S..‘: 0 '|r|‘*dQ B ER]
ice. .. 8-. .<h . e e b R R W R yF._."...'.-.'...{.,z ..... c.h...Q ....... VYOO F.u.
Bl .q. e W....s5h-rsa.......... AAaa-LLo.=madl Lo g, (=1..V....
. 51f....4.9. .rmI. 8 frr bt Foooldo. [AAEE. .SMLLooowaonas FAe L S A e ) L IG
{....0 ydeOZT ........ i o TRl L e e Al TR F1..ps-EasSiEla i G ssh-rsa @
\,.Ea.l-.'B.w ...... BT
| e e e A 5 i s k.T.9 I
I
| ——
I vwh I
ll | leqd..... L5 B o | 11 ot sttt Sttt [ttt |
Il P SR H... .......... L 0 SN - SR J..u.d. . /13 bovo 4K |
M| e D. ¥ n o e o I d..t.n |
F e i R e BT R R 1t i 4L. WP Ip. 5. L. BY. oy P
I |~ 50.08 I
| [INEEs ED/9.!.VI.$§ i e b S R W I
| o XyDoL L N 1] S (oneipl Sl B et e £ g e b D- it B Ced @ T 0 S L e S ity g $3;.m W
| N WYL P2 VL XZ. . rm. . &0 I'ov.u2.. " PR mjht ..... [.. = I
O an e s e bl R S e 0..2...U5&.f. S e R p-%./
{2 — T The BReZevens 6. ,er. . W. 5. .X9"G. ... Ct[. 0o ST.SErenmonnnns W T I
| e |/.&.=...].5.. I
| I.a..uux"]. ew. .dq-< ..... 3 T e R 53 30 B | s R fow A% |
| YA, . T..GR..I<FQJ..AL.D.T..aKt..0.] *
Ef.n.i.%..... Kic oo T T e s e el s e
I |a.3v K.r.&.@. .3 S R Ecb g s ettt sl s PP NRE R R
i (i, Qy.D. o =Y. vunn ho.b.rx. {3 [ T gBgn.p vD, BHgG. B
i ) B R it - o £ oL St WV, X.
(G T e e = I Bl s e e o e
| NG e o e H.n,1..Z.UG..... Ty n.c
t..h.um. g
e =
|Eind || Save As || Brint | Entire conversation (2576 bytes) | v | ASCH © EBCDIC © HexDump ©) C Arrays ©
| Help | | Filter Qut This Stream | | Close
Etape 4

Configuration du DHCP sur le PA :
ap#show running-config
Building configuration...

Current configuration : 1399 bytes
!
version 12.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!
hostname ap
!
enable secret 5 $1$dPs8$tWOZWyZRTngBy3qwR93brl
!
ip subnet-zero

no ip domain lookup

ip domain name SiTo
ip dhcp excluded-address 192.168.30.1 192.168.30.99
!

ip dhcp pool LE30
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
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Etape 5
Configuration du switch
Switch(vlan)#vlan 2 name vlan_admin
VLAN 2 added:

Name: vlan_admin
Switch(vlan)#vlan 3 name vlan_wifi
VLAN 3 added:

Name: vlan_wifi
Switch(vlan)#exit
APPLY completed.
Exiting....

Etape 6
Configuration router
Router(config)#interface Ethernet 0/1.20
Router(config-subif)#encapsulation dot1Q 2
Router(config-subif)#ip address 192.168.20.1 255.255.255.0
Router(config-subif)#exit

Router(config-subif)#encapsulation dot1Q 3
Router(config-subif)#ip address 192.168.30.1 255.255.255.0

(
(
(
Router(config)#interface Ethernet 0/1.30
(
(
Router(config-subif )#exit
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Etape 7

Bl CA\Windows\system32icmd.exe |£Iihj

C:slUsersseleve? ping www_google. fr

Enuoi diune requéte ‘ping’ sur www.l.google.com [289.85.146.183]1 avec 32 octets

2682 .85.146_.163 octets=32 temps=18 msz TIL=51

287 .85.146.183 octets=32 temps=8 ms TTL=51

282 .85.146._.1683 octetz=32 temps=168 m=z TIL=51
de 289.85.146.183 octets=32 temps=18 ms TTL=51

tatistigues Ping pour 269.85.146.183:
Paguets - envoyés = 4, recus = 4, perdus = B (perte Bxd,

Durée approximative des boucles en millisecondes :
Minimum = 8msz, Maximum = 18m=,. Moyenne = 9ms

nUsersseleve >

B C\Windows\systern32icmd.exe

=l =veleveipeonfiyg

[Conf iguration [P de Windows

Carte Ethernet Connexion au réseau local :
Buffixe DME propre ® la connexion. . .
A e IP. 3 % w mmEine e M &

propre a la connexion. . .
L s, ol few :2eBh=2E57:eb9hb
locale. . . il 2eBhiI05P i ebThnl2

DC4E-4AFE-BEEG -1551A32584D43 =

Statut du méd Sl s e e dia déconnecté
Suffixe DNZ propre & la comr

C:wlzersseleve*ping winr.google.Fr

e ‘pin = ) . 3 207_85.146.1471 avec 32 octets de données :
146.147 TL=t
146.147 :
146.147 :

£.146.147 :

{perte O
Durde approxin es boucles
Minimum nz. Maximun = 18mz. Hovenne

e
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Show run du Routeur
Router#show run
Building configuration...

Current configuration : 863 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

!

hostname Router

!

!

ip subnet-zero

!

interface Ethernet0/0
ip address dhcp

ip nat outside
half-duplex

|

interface Serial0/0
no ip address
shutdown

I

interface Ethernet0/1
no ip address
half-duplex

I

{nterface Ethernet0/1.10

ip nat inside

!

interface Ethernet0/1.20
encapsulation dot1Q 2

ip address 192.168.20.1 255.255.255.0
ip nat inside

!

interface Ethernet0/1.30
encapsulation dot1Q 3

ip address 192.168.30.1 255.255.255.0
ip nat inside

!

interface Serial0/1

no ip address

--More--
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03:19:15: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0, changed
s shutdownp

l

ip nat inside source list 10 interface Ethernet0/0 overload

ip classless

ip route 0.0.0.0 0.0.0.0 192.168.8.1

no ip http server

ip pim bidir-enable

|

access-list 10 permit 192.168.0.0 0.0.255.255
!

line con 0

line aux 0

line vty 0 4

|

end
Router#sh run
Building configuration...

Current configuration : 863 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

!

hostname Router

!

!

ip subnet-zero

!

interface Ethernet0/0
ip address dhcp

ip nat outside
half-duplex

|

interface Serial0/0
no ip address
shutdown

!

interface Ethernet0/1
no ip address

half-duplex
!
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interface Ethernet0/1.10
ip nat inside

l
interface Ethernet0/1.20
encapsulation dot1Q 2

ip address 192.168.20.1 255.255.255.0
ip nat inside

|
interface Ethernet0/1.30
encapsulation dot1Q 3

ip address 192.168.30.1 255.255.255.0
ip nat inside

|
interface Serial0/1
no ip address
shutdown

|
ip nat inside source list 10 interface Ethernet0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 192.168.8.1

no ip http server

ip pim bidir-enable

|

access-list 10 permit 192.168.0.0 0.0.255.255
!
line con 0
line aux 0
line vty 0 4
|

end
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Show run du Switch
Switch#sh run
Building configuration...

Current configuration : 1702 bytes
!

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname Switch

!

!

ip subnet-zero

!

spanning-tree extend system-id
!

!

interface FastEthernet0/1
switchport mode trunk

no ip address

!

interface FastEthernet0/2

no ip address

!

interface FastEthernet0/3

no ip address

!

interface FastEthernet0/4

no ip address

!

interface FastEthernet0/5

no ip address

!

interface FastEthernet0/6

no ip address

!

interface FastEthernet0/7

no ip address

!

interface FastEthernet0/8

no ip address

!

interface FastEthernet0/9

no ip address

!

interface FastEthernet0/10

no ip address
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interface FastEthernet0/11
switchport access vlan 2
switchport mode access
no ip address

!

interface FastEthernet0/12
switchport access vlan 3
switchport mode access
no ip address

!

interface FastEthernet0/13
no ip address

!

interface FastEthernet0/14
no ip address

!

interface FastEthernet0/15
no ip address

!

interface FastEthernet0/16
no ip address

!

interface FastEthernet0/17
no ip address

!

interface FastEthernet0/18
no ip address

!

interface FastEthernet0/19
no ip address

!

interface FastEthernet0/20
no ip address

!

interface FastEthernet0/21
no ip address

!

interface FastEthernet0/22
no ip address

!

interface FastEthernet0/23
no ip address

!

interface FastEthernet0/24
switchport mode trunk

no ip address

!

interface Vlant

no ip address

TP WIFI
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no ip route-cache
shutdown

!
interface Vlan2

ip address 192.168.20.1 255.255.255.0
no ip route-cache

shutdown

!
interface Vlan3

ip address 192.168.30.1 255.255.255.0
no ip route-cache

shutdown
I

ip http server
|

|
line con 0
line vty 0 4
login

line vty 5 15
login

|
end

Etape 8
Sauvegarde des configuration router, switch et PA en utilisant le serveur TFTP servi

Etape 9
Apreés reset configurer l’aironet en mode authentification WAP, SSID votre nom .

Etape 10
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